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Introduction

This document provides information on how to restrict Vol P calls to a Quintum Tenor unit based on IP
addressor H.323 ID.

In following the information provided, you will be able to choose one of three methods to perform this
security. Thisallows you to specify, by either |P address or H.323 (depending on the method), at the
termination GW or GK, what other Vol P devices can make calls.

Thisfeature is supported on all Tenor Gatekeepers, Gateways, and Call Relay with the exception of the
A200.

For more information and questions, contact the QTAC at 1-877-435-7553 (Toll Freeinthe U.S)),
1-732-460-9399 (Internationally), or email at service@quintum.com.

Gatekeeper Admin/EPAD Method

Description

In Generation 1 Tenors (A400/A800/D800/D1600/D2400/D3000), thisis called GKAdmin. InCMS
and Generation 2 Tenors (AS/AX/DX), thisis called EPAD or EndPoint Authentication Directory. The
Tenor restricts or allows Vol P callsto terminate to itself based on the | P address of the originator. In
this case, the security is handled by the terminating Gatekeeper and not the terminating Gateway
directly. Please refer to Figure 1.

192.165.1.11
Gatebesper A,

192.165.2.11
Gateleeper B

aF
4
?‘egp

Call Flow/Direction
Gateway A Ir| Gateway B |
1921681 10 | 192188210
iy
5551000 SE52000

Figure 1

In order for the Gatekeeper Admin/EPAD to successfully restrict calls based on | P address, you must
configure the | P addresses to be allowed and/or barred in the Gatekeeper that will be used to terminate
the call. In the above figure, the call is originating from Gateway A and terminating to Gateway B.
Therefore, you would configure the allow and bar information in Gatekeeper B as this will be the
terminating Gatekeeper.

When Gateway B receives the Vol P call from Gateway A, it will send an ARQ message to Gatekeeper
B that will have the IP address of Gateway A. If this|P addressis not listed in the allow table of
Gatekeeper B or if it islisted in the Bar table, the call will be rejected. Please keep in mind that
Gatekeeper B could also be the same unit as Gateway B, since Quintum Gateways all have built-in
Gatekeepers.
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Generation 1 Tenor Information

The following information relatesto all Generation 1 Tenors for this feature. Generation 1 Tenors
include the following:

A400/ A800

D800/ D1600/ D2400 / D3000
Standal one Gatekeeper

Call Relay (not SP)

NOTE

This feature will only work when the Tenor is configured as its own
Gatekeeper, or in the Tenor that is assigned as the Gatekeeper. To set
the Tenor as its own Gatekeeper, you must set the primary border
element (config gksys#) to its own IP address:

(border 0 XXX.XXX.XXX.XXX).

Generation 1 Commands
These commands can be entered at the Tenoris Command Line Interface (CLI1) viaa Telnet session.

allow
Description: Used to access the allow prompts. The allow prompts are where you indicate those IP
addresses/networks that will be allowed to terminate calls.
Prompt config gkadmin#
Level:
Syntax: allow {idx}
Arguments: idx This is a unique index number for each allow prompt. Each allow prompt can only
have 1 IP address/Subnet configured in it.
Settings:  None
Availability:  All Generation 1 Tenor Releases.
Guidelines: If you configure any allow prompts, you must set 1 to be the IP address of the termination
gateway.
Example: config gkadmin# allow 1
Brings you to the config allow 1# prompt.
config gkadmin# allow 2
Brings you to the config allow 2# prompt.
bar
Description: Used to access the bar prompts. The bar prompts are where you indicate those IP
addresses/networks that will be barred (not allowed) to terminate calls.
Prompt config gkadmin#
Level:
Syntax: bar {idx}
Arguments: idx This is a unique index number for each bar prompt. Each bar prompt can only
have 1 IP address/Subnet configured in it.
Availability:  All Generation 1 Tenor Releases.
Example: config gkadmin# bar 1

Brings you to the config bar 1# prompt.
config gkadmin# bar 2
Brings you to the config bar 2# prompt.
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ip

Description:  Used to enter the IP address in either the allow or bar prompt area.
Prompt config gkadmin allow x# or config gkadmin bar x#
Level:
Syntax: ip {ip | 0.0.0.0}
Arguments: ip This is the IP address that will be entered for this prompt.
0.0.0.0 Will delete/remove the configured IP address.
Settings:  None.
Availability:  All Generation 1 Tenor Releases.
Example: config gkadmin allow 1# ip 192.168.1.10
config gkadmin bar 1# ip 192.168.100.10
mask
Description: Used to enter the subnet mask address in either the allow or bar prompt area associated
with the IP address entered previously. This lets you specify either a single IP address or a
ngork of IP addresses without having to put a separate IP address in for each allow or
Prompt config gkadmin allow x# or config gkadmin bar x#
Level:
Syntax: mask {ip}
Arguments: ip This is the subnet mask address that will be entered for this prompt.
Settings:  None.
Default: 255.255.255.255
Availability:  All Generation 1 Tenor Releases.
Example: config gkadmin allow 1# mask 255.255.255.0

config gkadmin bar 1# ip 255.255.255.0
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Sample Configuration for Generation 1 Tenors

Figure 2

Origination
Gateways

Refer to Figure 2 above. There will be one Generation 1 Tenor used as the termination for I P calls
from several origination Gateways. This Termination Tenor will be set as its own Gatekeeper and will
have the Gkadmin configured to only alow IP calls from the | P addresses listed above as the
origination. The following sample configuration will only provide the information necessary to this
topic of Gkadmin and will not provide information on the actual call routing, codec, dial plan, etc.

The Tenor CLI configuration is shown below.

CLI Prompt Level Command | Setting Syntax Comments
Config gksys# border 0208.168.1.10 |border 0 This sets the Tenor to act as its own
208.168.1.10 Gatekeeper.

config h323# primarygk |0.0.0.0 primarygk 0.0.0.0 Disables any external
Gatekeepers.

config gkadmin# allow 1 allow 1 Creates the 1 allow prompt and
moves you to this prompt.

config gkadmin allow 1# | ip 208.168.1.10 ip 208.168.1.10 Sets the allowed IP in this
prompt to the Tenoris own IP
address.

config gkadmin# allow 2 allow 2 Creates the 2nd allow prompt
and moves you to this prompt.

config gkadmin allow 2# | ip 216.32.121.22 ip 216.32.121.22 Sets the allowed IP in this
prompt to the first origination IP
address.

config gkadmin# allow 3 allow 3 Creates the 3" allow prompt and
moves you to this prompt.

config gkadmin allow 3# | ip 202.40.30.50 ip 202.40.30.50 Sets the allowed IP in this
prompt to 202.40.30.50.

config gkadmin allow 3# | mask 255.255.255.251 | mask This will set the allowed network

255.255.255.251

range to 202.40.30.50 thru .54.
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